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About US

Yu Terada

• Security Researcher for FUJITSU DEFENSE & NATIONAL SECURITY LIMITED

• Developer for EchidnaTermApp and Echidna

• Speaker for Black Hat USA/Europe (Arsenal), AVTokyo, OWASP

• 5 years as a SOC Analyst

• Master in CS, OSEP, OSCP, CRTL, CRTO, CISSP, CKS, GIAC (GMON)



Primary Reason for Develop EchidnaTermApp

• Learning attacking techniques is important for everyone to enhance our Cybersecurity. 

• However, so many attack techniques can be overwhelming for beginners and students.



Additional Reasons for Developing Echidna

Each security member works independently, resulting in duplication of effort.

• Scan the same host and port. Exploit the same vulnerability.

It is difficult for managers and new members to understand the operations and progress of 

other members.

• Especially, spreading remote work makes communications more difficult

• Penetration Testing is Blackbox for many people



EchidnaTermApp

Developed tools to solve the issues

- EchidnaTermApp: iOS app, recently implemented and designed for personal use with 

improved UI and Performance

- Echidna: Web-based and client-server model, supports teams, implemented last year 
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Demo Movie for EchidnaTermApp

Play Movie



Short Movie for Echidna

Play Movie



How It Works (EchidnaTermApp)

Users install EchidnaTermApp on iPad, and connect to Kali Linux over SSH 

Parse the terminal outputs and add 
the results to TargetTree

Terminal
Outputs

Analyze Terminal Outputs with OpenAI 
and notify the analysis through Chat 
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Use Cases of EchidnaTermApp

Use case 1: Security beginners utilize EchidnaTermApp to attack vulnerable machines of HTB for training

• Beginners (even students or children) can easily study penetration testing while lounging on a sofa since 

EchidnaTermApp is iPad app

Use case 2: Security team members within an organization utilize Echidna for penetration tests of internal 

systems
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May be hacking by iPhone or 
Apple Vision Pro?
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How to Use EchidnaTermApp

EchidnaTermApp

• Install EchidnaTermApp from the App Store on a iPad (may be iPhone)

(git clone EchidnaTermApp repository to see the source codes)

Echidna

• git clone Echidna repository on your Github repository on Kali Linux

• Execute install script (install.sh) and access to Echidna web server by Chrome 

(localhost:8080)

https://github.com/Echidna-Pentest/Echidna
https://github.com/Echidna-Pentest/EchidnaTermApphttps://apps.apple.com/jp/app/echidnatermapp/id652

0381307?uo=2

EchidnaTermApp Echidna



Takeaways

EchidnaTermApp is an iPad app designed to assist beginners in learning attack techniques

• It assists beginners by suggesting candidate commands based on each situation and highlighting 

important information from the command output

• It organizes target information and visualizes it in a graph, making it user-friendly for beginners.

• Beginners can exploit vulnerable machines just a few taps by the iPad app. 
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