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About US

Yu Terada
* Security Researcher for FUJITSU DEFENSE & NATIONAL SECURITY LIMITED
* Developer for EchidnaTermApp and Echidna

» Speaker for Black Hat USA/Europe (Arsenal), AVTokyo, OWASP
* 5 years as a SOC Analyst

* Master in CS, OSEP, OSCP, CRTL, CRTO, CISSP, CKS, GIAC (GMON)

EEEEEEE SECURITY MATTERS

@ CODE BLUE 2024



Primary Reason for Develop EchidnaTermApp

* Learning attacking techniques is important for everyone to enhance our Cybersecurity.

* However, so many attack techniques can be overwhelming for beginners and students.

Kali Linux Cheat Sheet

Information Gathering

-VOI

Vulnerability Analysis

Wireless Attacks

Switch/Syntax
-5S

-sT
-SA
-sU
-Sf
-sX
-Sp
-sU
-SA

-SL

Example

nmap 172.16.1.1
nmap 172.16.1.1
nmap 172.16.1.1

nmap 172.16.1.1

-sS

-sT

-SA

-sU

nmap -Sf 172.16.1.1

nmap -SX 172.16.1.1

nmap -Sp 172.16.1.1

nmap -Su 172.16.1.1

nmap -Sa 172.16.1.1

nmap -S1 172.16.1.1

Scanning Comme

nmap [scan types] [options] {

Use of Nmap Sc

nmap --script= test script

172.16.1.8/24

nmap --script-update-db
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Additional Reasons for Developing Echidna

Each security member works independently, resulting in duplication of effort.
* Scan the same host and port. Exploit the same vulnerability.

It is difficult for managers and new members to understand the operations and progress of

other members.
* Especially, spreading remote work makes communications more difficult

* Penetration Testing is Blackbox for many people
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EchidnaTermApp

Developed tools to solve the issues

- EchidnaTermApp: iOS app, recently implemented and designed for personal use with

improved Ul and Performance

- Echidna: Web-based and client-server model, supports teams, implemented last year

EchidnaTermApp

Hack The Box

PEN-TESTING LABS
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Demo Movie for EchidnaTermApp

Play Movie
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Short Movie for Echidna

Play Movie
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How It Works (EchidnaTermApp)

Users install EchidnaTermApp on iPad, and connect to Kali Linux over SSH

200 BRITE (X

Terminal | o
Outputs  Parse the terminal outputs and add @ @ D N

I the results to TargetTree

JLUTELY MO WARRANTY,

to the extent

4 from 192.168.11.3 . 192.168.137.0/24 ® 0O v
fmmap.org ) at 2024-86-27 @9:98 J5T Analyze Terminal OUtpUtS With OpenAl keali ® o >
Host is up (@.8814s latency).Mmap scan report for met: oitable (192.168.11.1 and nOtIfy the analySIS through Chat
&) metasploitable G0 v
1 tcp ports (comm-refused) Com ponent ’
Pl ® o >
22 B o>
23 ® e >

HIGH RISK: The string contains sensitive information like the

Linux operating system, the last login details, and the IP add 25 @0 3
the last login was made. An attacker can use this informatio

the system environment and potentially exploit known vulne

specific Linux version. Additionally, the IP address can be tal

attacks. The necessary steps for exploitation would include T T

known vulnerabilities of the specified Linux version, as well ; a rg et re e

attacks that can be performed on the given IP address. Furt

might attempt to gain access to the system using the date a

login to understand the user's behavior,

USEFUL COMMAND >
HIGH RISK: The string represents an Nmap scan report that

ports on a system. The open ports such as FTP (21), S5H (2 Ungrouped 3

MySQOL (3306) can be potential targets for attackers to expl
} g Select Target o >
and Update
CandidateCommand

SSH Chat Component

CandidateCommand
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Use Cases of EchidnaTermApp

Use case 1: Security beginners utilize EchidnaTermApp to attack vulnerable machines of HTB for training

* Beginners (even students or children) can easily study penetration testing while lounging on a sofa since

EchidnaTermApp is iPad app

Use case 2: Security team members within an organization utilize Echidna for penetration tests of internal

systems

| - 1

Hack The Box a HTTP D
PEN-TESTING LAES

“

EchidnaTermApp |

Echidna

May be hacking by iPhone or I

Apple Vision Pro? —_— —_—

Use case 2

Use case 1
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How to Use EchidnaTermApp

EchidnaTermApp
* |nstall EchidnaTermApp from the App Store on a iPad (may be iPhone)

(git clone EchidnaTermApp repository to see the source codes)

Echidna
* git clone Echidna repository on your Github repository on Kali Linux

* Execute install script (install.sh) and access to Echidna web server by Chrome

(localhost:8080)

EchidnaTermApp Echidna
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Takeaways

EchidnaTermApp is an iPad app designed to assist beginners in learning attack techniques

* |t assists beginners by suggesting candidate commands based on each situation and highlighting

important information from the command output

* |t organizes target information and visualizes it in a graph, making it user-friendly for beginners.

* Beginners can exploit vulnerable machines just a few taps by the iPad app.

utmkali

1524/tcp open 1ingreslock __
2049/tcp open nfs
2121/tcp open ccproxy-ftp
3306/tcp open mysql g
5432/tcp open postgresql MEER Ly
5900/tcp open vnc - @E
6000/tcp open X11 Tyﬂﬁ&.{k
6667/tcp open irc — 7\ “““u
8009/tcp open ajpl3 R - [\ \\\;“ww
8180/tcp open unknown metasploitable _x“’f //fa ; E Hth
Nmap done: 1 IP address (1 host up) scanned in ©0.07 sec - /// / \ \\R ‘
on d S ) . -~ / \ -, -
® - -~ B - ~&
ip robot 23 0.2 31.1&51:{24___ Test Test2 19 2.15&5.@'24 8888 1119
Starting Nmap 7.94SVN ( https://nmap.org ) at 2024-06-2 ' o h
8 18:54 JST
Nmap scan report for robot (192.168.11.39)
Host is up (0.0030s latency).
Not shown: 997 filtered tcp ports (no-response)

PORT STATE SERVICE

22/tcp closed ssh
80/tcp open http

\ -, —
metasploitable \ N _ ™, “
N Q b
nmap -Pn -p- metasploitable A . .
443/tcp open  https 10.231.145.51 10.231.145.50 1024108552 stapler ( ( :'I :'E Bl l 'E EDE' I
nmap -Pn =5V «A -p{port) meti
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