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Highlight parts

• Problem definition. SOC vs with Classic Protection.

• З Examples of threats that only SOC can protect against.
1. Classification
2. Examples of Code for Protection

• Conclusions, Generalizations, Opportunity for Discussion

• Several notes

• Questions

Agenda 
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Classical Security Products SOC 

Focus primarily on productivity and 
prevention

Prioritizes the client's context, protecting the 

client rather than just the computer

Rely heavily on signatures, patterns, and 
heuristics to detect known threats.

Employs flexible and adaptive methods for 
manipulating telemetry data to detect 
anomalies

Traditional security solutions focused 
on prevention and detection through 
signatures and patterns, serving as 
fundamental tools for SOC operations.

A centralized security function that 
continuously monitors and responds to 
cyber threats using adaptive 
techniques tailored to the 
organization’s specific context.

This is not a complete definition, however, it is undoubtedly true.
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He that breaks a thing to find out what it is has left the path of wisdom.

Gandalf speaking to Saruman



Kerberos

Let’s break down the method for detecting a Golden Ticket
attack and why this is specifically a task for the SOC team.
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Let’s recall the Kerberos page from Wikipedia.

• KDC distributes tickets

• KRBTGT hash – key for KDC



9Kerberos Authentication Flow
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Kerberos Authentication Flow (Try to run cmd via PsExec) 

To Start a process
1)We need to create a session

a)We Must have a TGT
b)Session creates a Token

2)Need TGS on SCM service



11Kerberos Authentication Flow
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Kerberos Authentication Flow (forge GT)

Lets Google how (implement best read team practice) and create our own GT

Just put your KRBTGT and it is all



13Kerberos Authentication Flow (GT Logon)

And everything works perfectly



14Kerberos Authentication Flow (GT Logon token groups)



15Kerberos Authentication Flow (real Domain Administrator Logon)



16Kerberos Authentication Flow (GT – PAC – Token Groups)

PAC is the reason of trust: if cryptography is OK

LSASS accepts Group sids and pass to the token

The same RIDS
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That mismatches can be find, verified and information about 

each logon can be enriched with that info

Kerberos Authentication Flow (Finding mismatches)



18Context paradox

To create detection logic, we 
sometimes need more context. In this 
case, we need information from Active 
Directory. 
Only the SOC can access this 
information and accurately process the 
results.



SCCM and monitoring troubles

Let’s go over the methods for monitoring and detecting attacks on 
SCCM and confirm why this is specifically an area of focus for SOC.
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SCCM and monitoring troubles

System Center Configuration Manager (SCCM) is a systems management software developed by Microsoft that enables 

administrators to manage large groups of Windows-based computers. SCCM allows for the deployment and 

management of software, updates, and configurations across a network, providing tools for inventory tracking, 

application delivery, patch management, and operating system deployment. It is widely used in enterprise environments 

for automating routine tasks, enforcing security compliance, and maintaining configuration consistency across devices.

SCCM addresses the following tasks:

1. Software Deployment – Distributes applications, updates, and patches across devices.

2. Operating System Deployment (OSD) – Automates OS installations and upgrades.

3. Patch Management – Ensures systems are up-to-date with security and software patches.

4. Inventory Management – Tracks hardware and software assets within the network.

5. Compliance Management – Enforces security and configuration standards.

6. Endpoint Protection – Provides antivirus, antimalware, and security policy management.

7. Remote Control – Enables remote troubleshooting and management of devices.

8. Reporting and Analytics – Generates detailed reports on device health, compliance, and usage.

9. Configuration Management – Manages configurations and settings across devices.

10. Power Management – Controls and monitors energy settings to optimize power usage.

SCCM can do whatever you want
That’s why SCCM, like any complex system 
managing your infrastructure, should be 
consistently monitored.
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SCCM and monitoring troubles

Due to SCCM’s rich functionality that a dedicated «ATT&CK matrix» was created specifically for it.
https://github.com/subat0mik/Misconfiguration-Manager

https://github.com/subat0mik/Misconfiguration-Manager
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SCCM and monitoring troubles

This is a simplified architecture diagram of SCCM.
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Detection Methods: SQL

SQL DUMP

ATTACK

SQL DUMP

Compare

SQL Trigger Over Engineering 

You can write an SQL trigger that will notify us of 
important changes in SCCM. However, this is 
quite complex: you need to understand the 
relationships between objects and views in the 
database. Nonetheless, you can leverage the 
wealth of resources provided by the community.

The obvious approach is to collect data from SQL, 
compare it, and look for suspicious changes. This is 
challenging because the SQL on the site server 
contains a significant volume of information, and the 
relationships between fields, tables, and views are 
complex. However, a lot of forensic information can 
be found in the document storage.
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SCCM and monitoring troubles: getting into trouble – full dump and diff

SharpSCCM.exe exec -p "cmd /c ping.exe -t google.com" -n "All Systems"

When you create a Deployment Task that runs “ping Google.com” on each computer, the malicuous command string 
appears in the site database only as an embedded XML document within a single column in the document storage.
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SCCM and monitoring troubles: WMI approach

To monitor changes in SCCM, we will create WMI subscriptions that will notify us of any 
significant changes in SCCM. It is extremely configurable approach

EXEC-1 – Deployment was added
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SCCM and monitoring troubles: WMI approach, the PoC
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SCCM and monitoring troubles: distribution paradox.

SCCM

SCCM is a great example of how, in a distributed 
information system, a specific piece of software can be 
defined on one system yet executed on another.

This can be called the distribution paradox.

Only the SOC team can effectively correlate and monitor 
information within distributed systems.
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Just Examples

Eventually, in the field of information security, you’ll face challenges that can’t be handled by any 
automated systems currently available in your infrastructure. 
That’s why it’s essential to have monitoring centers and Security Operations Centers (SOCs) in place 
— they provide the expertise and oversight needed when automation alone isn’t enough.
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Just Examples

It would be very difficult for an automated tool to detect this, because, depending on the 
context, identical software with the same settings could be used completely legitimately.
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Just Examples

Only an expert assessment by an SOC specialist can clarify the importance of a particular 
artifact. The SOC can also potentially reduce the perceived significance of certain artifacts.



31

Just Examples

It is just the title of an incident case. 
But we immediately see importance and scale of problem
Prioritization – great gift from SOC to your IT security 
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Just Examples

Can explain things



Сonclusions

Just build\make\implement SOC
• It will bring new quality characteristics to your information security 

processes
• It will make your life easier (well, later, when everything settles down)
• It cool (the level of technology will increase)



Questions?



Thank you! 

Rodchenko Aleksandr Senior SOC Analyst @Gam4enko
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