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I wasn't always a hacker
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me & cyber security go way back
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what makes IoT so special for me?

IoT = computers

IoT = networks

IoT = devices

IoT = cheap enough to take apart
IoT = simple to enough to fix

IoT = very hackable

IoT = Internet of Things = devices communicating over
networks
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working with (network) protocols

e transferring data from thing
one computer to another /
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working with (network) protocols

e transferring data from thing
one computer to another /
through a physical

connection .
e JIoT = sending sensitive NS,

data over the network ‘
o attacker in the middle /

o encryption!
server
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how to encrypt network data?
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how to encrypt network data?
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how to encrypt network data?

TLS

e connect to a remote computer and exchange encryption keys
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how to encrypt network data?

TLS

e connect to a remote computer and exchange encryption keys
e verify the identity of the other computer
e send any data through the encrypted connection

TLS is a de-facto encryption standard and a proven
technology

could I somehow hack it?
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how to attack TLS

e DEF CON
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how to attack TLS

e DEF CON
e Moxie Marlinspike

A released
multiple TLS
vulnerabilities
ages ago

Mogre Tricks For DereaTinG SSL IN
PRACTICE

Moxie Marlinspike
moxie @ thoughtcrime.org

TID153 More Tricks For Defeating SSL
\

Moxie Marlinspike

P Pl o) 00374749 .o >

DEF CON 17 - Moxie Marlinspike - More Tricks for Defeating SSL

@ v
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how to attack TLS

e DEF CON
e Moxie Marlinspike

A released
multiple TLS
vulnerabilities
ages ago

can these still work?

Mogre Tricks For DereaTinG SSL IN
PRACTICE

Moxie Marlinspike
moxie @ thoughtcrime.org

TID153 More Tricks For Defeating SSL
\

Moxie Marlinspike

P Pl ) 00374749 . intro > =0 ¢« @ O o2

DEF CON 17 - Moxie Marlinspike - More Tricks for Defeating SSL

@ v

13K views 10 years ago
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bug bounties

e I've spent a lot of time looking at IoT devices
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bug bounties

e I've spent a lot of time looking at IoT devices
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e found so many issues using decades old techniques
o why?
m no tools!
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bug bounties

e I've spent a lot of time looking at IoT devices
o I've spent a lot of time looking at TLS
e found so many issues using decades old techniques
o why?
m no tools!
e started creating certmitm
o based on TLS attacks previously shown at DEF CON
o tested against bug bounty targets
o gradually improved usability
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QO 8 https://github.com/aapooksman/certrr

certmitm S

certmitm

I I (S I oy

2. generate certs

|
3. test certs

auth.exam.ple . cert

» % e—tc :ctions made by a client device or an application.
X/ - MIT License
auth.exam.ple

icate validation vulnerabilities - Aapo Oksman

~

certmitm

api.exam.ple
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vulnerabilities with certmitm

e ~200 vulnerable applications found on Android, 1iOS,
Windows, Mac, IoT etc.

e ~100 known @-days currently

e over $200,000 in bug bounties
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vulnerabilities with certmitm

e ~200 vulnerable applications found on Android, 1iOS,

Windows, Mac, IoT etc.

~100 known @-days currently

over $200,000 in bug bounties

more vulnerabilities found every week

mostly implementation issues
o certificate validation is disabled by developer
o TLS library APIs are used incorrectly

e TLS libraries themselves seem to work well
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Video

e “for a brief time you could have your own certificate and you could
sign anything with your certificate”
“but this was a long time ago”
“we want secure connections why would we not want secure
connections”

e “browsers want secure connections and they are checking the
certificates”
“the problems are in the libraries or how you use them”
“and the libraries currently have gotten some work so you can use
the libraries securely nowadays”
“currently the libraries work quite well”

e “there are some problems but not that much”

Aapo Oksman - Juurin Oy - 45



“currently the libraries work quite well”

SSLSniff Documentation

Daniel Choi, Sumin Kim

Usages for SSLSniff
1. Authority Mode: SSLSniff signs certificates dynamically using the passed in certificate

b. Using a Leaf Node Certificate as a Certificate Authority
.  We need a Browser that didn’t implement basic constraints, probably a
browser before 2002
“This mode is also useful for exploiting implementations that do not
properly verify BasicConstraints, as any valid leaf node certificate could
be used instead of a CA cert.”
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Video

e “what is to stop me from doing this?”
e “creating another certificate for some other website and
signing it with my leaf certificate”
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“currently the libraries work quite well”

e that is mostly the case
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“currently the libraries work quite well”

e that is mostly the case
e however, past problems tend to repeat
o thorough testing is cheap with automation
e certmitm includes checks against bad TLS libraries
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certmitm is ready for DEF CON
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certmitm is ready for DEF CON

e DEF CON = demos!

Aapo Oksman - Juurin Oy - 53



certmitm is ready for DEF CON

e DEF CON = demos!
e found a vulnerability in a PS5 game with certmitm ages
ago

Aapo Oksman - Juurin Oy - 54



certmitm is ready for DEF CON

e DEF CON = demos!

e found a vulnerability in a PS5 game with certmitm ages
ago

e I do not own a PS5

Aapo Oksman - Juurin Oy - 55
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certmitm is ready for DEF CON

e DEF CON = demos!

e found a vulnerability in a PS5 game with certmitm ages
ago

e I do not own a PS5

e loaned a PS5 from a friend a week before DEF CON and
started to record the demo

. and something strange happened
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Activities (3 Terminal Aug 4 16:00

= aapo@treasure */mitmlogs/*/*.bin (Fri Aug 4 16:00:55 2023) [8.582520] Q

n
x

Host: telemetry-console.api.playstation.com it
User-Agent: libhttp/7.6@ (PlayStation 5)

Connection: Keep-Alive

Content-Length: 1856

?HPOST /api/telemetry/vi/publish/telemetry/telemetry/ HTTP/1.1

Cookie: _abck=CFB@D462EEBOA4541E4CP97101C93B21~-1~YAAQnivIF269wbuJAQAAKP+1wATI6RE6VI4BIcvalldldg/Ehy5CDA+
ocxr7nffiirgxJA38BHNNLATZewCSTOFmpjyVfi6eqlDzDnsSWqweaopbLJbQuw/BJ9dIY96/ YatvjCaWlybpqlehshjemGuyBKcBk2XhEDA
POy5Lq1DgxkJET]s61ifkUHMv7XNIwEqRywWhI txwhMUTiuzkHWPNBidOtBDmMMoLavBR8H43vE9mbU+COWsXKcM261KWg9j IGSDHV263C
hLQzyAPS1kzXDYvCNofj//BWakEyQjuBbgsOZHNBMiYNtuNfiyGT3zal6VaiNeUpEGxT+vgJWQEd303QyNOUNd5I4MjczLEL Y jgibhw
eR5ktIYx3P2mtIBsT/jHfT8QBFUMt7XunggjmhbTgDgZ10NZCGh1hk6SkMSBBm~-1~-1~-1; bm_sz=B25CBA3CB66CCED4IALACBATC |
QBOFA56~VAAQnivJFlﬁawbuJAQAAIIOinTEVVZPs0prezGQUHCQY71VthygNx4?thxDlJE1qkuBlleaSlyMryFGnBESkwamPQuH
UsmWgYAT+MoBaF9mP1lraCyYJ8zyaKzzcw+cXRO6QP1SUK/nuugdeu15fgzFJizL+ZHWF 2e91ST@9@N/ INVWABIMX FUOTykKjUVAWq7yXQB1 || - .
1+@XbKy2h6Dw+90E5gU6LAgyibiCGmDKiRaxe9H@VjvmgKm3 jMzbMI20EEPOt4x9j9CI1eSegMX fLKK660EUQVNCquyX4jTI199UKWEY | =TS ——y
snvM41rjgBfutErFMwFhcKLLYP@IXCeiD/KeRheaG4BRDUt37q04qrPfgZwkXYhdeBulUlgWwiDBYKmv1Zr~4485059~3291204

Content-Encoding: gzip

x-np-environment: pl-np

eventName: loadtime

Content-Type: application/json; charset=utf-8

Host: telemetry-console.api.playstation.com

User-Agent: libhttp/7.6@ (PlayStation 5)

Connection: Keep-Alive y

Content-Length: 975

® aapo@treasure: ~/certmitm Q = x

aapo@treasure: ~ x aapo@treasure: ~/certmitm x aapo@treasure: ~/certmitm X aapo@treasure: ~/Dropbox/BugBounty/certmitm/ps5 = -



Ooops!!

e certmitm could decrypt most TLS connections made by PS4
and PS5 consoles
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Ooops!!
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Ooops'!

e certmitm could decrypt most TLS connections made by PS4

and PS5 consoles
o passwords, account tokens, game data, PS operating system data
o account takeovers, cheats, remote jailbreaks etc.
o some connections only trust internal Sony CAs -> secure :(

e critical vulnerability
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but what exactly happened?

e turns out that the libhttp library of PS4 and PS5 does not check
for CA=true basicConstraint when making TLS connections
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e turns out that the libhttp library of PS4 and PS5 does not check
for CA=true basicConstraint when making TLS connections
e basically every PS5 TLS connection can be decrypted
o some connections only trust Sony CA’'s and are secure
o most connections accept Let’s Encrypt as CA

Aapo Oksman - Juurin Oy - 66



but what exactly happened?

e turns out that the libhttp library of PS4 and PS5 does not check
for CA=true basicConstraint when making TLS connections
e basically every PS5 TLS connection can be decrypted
o some connections only trust Sony CA’'s and are secure
o most connections accept Let’'s Encrypt as CA
B however, they also allow you to issue certificates even
without CA=true
m Let’'s Encrypt -> certmitm.com -> playstation.net
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but what exactly happened?

e turns out that the libhttp library of PS4 and PS5 does not check
for CA=true basicConstraint when making TLS connections
e basically every PS5 TLS connection can be decrypted
o some connections only trust Sony CA’'s and are secure
o most connections accept Let’'s Encrypt as CA
B however, they also allow you to issue certificates even
without CA=true
m Let’'s Encrypt -> certmitm.com -> playstation.net
e certmitm “real_cert CA” testcase
o the only time I've observed this vulnerability in the wild
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quick fix & forced update by Sony

e reported to PlayStation HackerOne program on August 4th 2023
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quick fix & forced update by Sony

e reported to PlayStation HackerOne program on August 4th 2023
e triaged by the program on August 7th
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quick fix & forced update by Sony

reported to PlayStation HackerOne program on August 4th 2023
triaged by the program on August 7th
August 11th:

(@)

“We would like to let you know that the vulnerability you
reported has been patched via system software version
10.71 (PS4) and 23.01-07.61.00 (PS5) which were publicly
released.”
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quick fix & forced update by Sony

e reported to PlayStation HackerOne program on August 4th 2023
e triaged by the program on August 7th
e August 11th:

(@)

“We would like to let you know that the vulnerability you
reported has been patched via system software version
10.71 (PS4) and 23.01-07.61.00 (PS5) which were publicly
released.”

also: the PS5 refuses to operate if it is not updated to
at least 7.61
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quick fix & forced update by Sony

e reported to PlayStation HackerOne program on August 4th 2023
triaged by the program on August 7th
August 11th:

o “We would like to let you know that the vulnerability you
reported has been patched via system software version
10.71 (PS4) and 23.01-07.61.00 (PS5) which were publicly
released.”

o also: the PS5 refuses to operate if it is not updated to
at least 7.61

e August 11th: certmitm is released at DEF CON 31
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Video

e "“telling them that you’'re going to DEF CON to talk about
the tool really motivates developers to create fixes”
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Activities B Terminal Aug 15 18:22

aapo@treasure: ~/Dropbox/BugBounty/certmitm Q = x

aapo@tireasure: ~{Dropbox/BugBounty/certmitm X aapo@tireasure: ~/Dropbox/BugBounty/certmitm x hd

INFO - 10.8.0.144: 23.201.43.160:443:ps5.np.playstation.net for test replaced_key = [SSL: TLSV1_ALERT_UN
KNOWN_CA] tlsvl alert unknown ca (_ssl.c:992)

INFO - 10.0.8.144: 23.201.43.160:443:ps5.np.playstation.net for test real cert_tlstest_2023-87-82 = [SSL
: SSLV3_ALERT_BAD_CERTIFICATE] sslv3 alert bad certificate (_ssl.c:992)

INFO - 10.0.0.144: 23.61.218.182:443:fuk@l.ps5.update.playstation.net for test replaced_key = [SSL: TLSV
1_ALERT_UNKNOWN_CA] tlsvl alert unknown ca (_ssl.c:992)

INFO - 10.0.0.144: 23.61.218.182:443;fuk@l.ps5.update.playstation.net for test self_signed = [SSL: TLSV1
_ALERT_UNKNOWN_CA] tlsvl alert unknown ca (_ssl.c:992)

INFO - 19.0.0.144: 23.201.43.160:443:ps5.np.playstation.net for test real cert_CA_tlstest_2023-87-02 = [
SSL: TLSV1_ALERT_UNKNOWN_CA] tlsvl alert unknown ca (_ssl.c:992)

INFO - 10.9.8.144: 23.61.215.244:443:envelope2.np.dl.playstation.net for test real_cert_tlstest_2023-07-
@2 = [SSL: SSLV3_ALERT_HANDSHAKE_FAILURE] sslv3 alert handshake failure (_ssl.c:992)

INFO - 10.0.0.144: 23.61.218.182:443:fuk@l.ps5.update.playstation.net for test real_cert_tlstest_2023-@7
-@2 = [SSL: SSLV3_ALERT_BAD_CERTIFICATE] sslv3 alert bad certificate (_ssl.c:992)

INFO - 10.0.0.144: 23.61.215.244:443:envelope2.np.dl.playstation.net for test real _cert_CA_tlstest_2023-
B7-82 = [S5L: 55LV3_ALERT_HANDSHAKE FAILURE] sslv3 alert handshake failure (_ssl.c:992)

INFO - 10.0.0.144: 23.61.218.182:443:fuk@l.ps5.update.playstation.net for test real_cert_CA_tlstest_2023
-@7-82 = [SSL: TLSV1_ALERT_UNKNOWN_CA] tlsvl alert unknown ca (_ssl.c:992)

INFO - 10.2.@.144: 92.123.135.81:443:sgst.prod.dl.playstation.net for test self_signed = [S5L: TLSV1_ALE
RT_UNKNOWN_CA] tlsvl alert unknown ca (_ssl.c:992)

INFO - 10.0.8.144: 92.123.135.81:443:sgst.prod.dl.playstation.net for test replaced_key = [SS5L: TLSV1_AL
ERT_UNKNOWN_CA] tlsvl alert unknown ca (_ssl.c:992)

INFO - 10.0.8.144: 92.123.135.81:443:sgst.prod.dl.playstation.net for test real _cert_tlstest_2023-07-82
= [SSL: SSLV3_ALERT_BAD_CERTIFICATE] sslv3 alert bad certificate (_ssl.c:992)

INFO - 10.0.8.144: 92.123.135.81:443:sgst.prod.dl.playstation.net for test real cert CA_tlstest_2023-67-
@2 = [SSL: TLSVI_ALERT_UNKNOWN_CA] tlsvl alert unknown ca (_ssl.c:992)

INFO - 10.2.8.144: 95.181.145.161:443:urlconfig.api.playstation.com for test self_signed = TLS/SSL conne
ction has been closed (EOF) (_ssl.c:992)

INFO - 10.0.0.144: 95.101.144.10:443:qgve.dl.playstation.net for test self_signed = [SSL: TLSV1_ALERT_UN
KNOWN_CA] tlsvl alert unknown ca (_ss51.c:992)

INFO - 10.0.0.144: 95.101.144.10:443:qgve.dl.playstation.net for test replaced_key = [SSL: TLSV1_ALERT_U
NKNOWN_CA] tlsvl alert unknown ca (_ss1.c:992)

INFO - 10.0.8.144: 95.101.144.10:443:qgve.d]l.playstation.net for test real cert_tlstest_2023-87-82 = [S5
L: SSLV3_ALERT_BAD_CERTIFICATE] sslv3 alert bad certificate (_ssl.c:992)

INFO - 10.9.0.144: 95.101.144.10:443:qgve.dl.playstation.net for test real cert_CA_tlstest 2023-87-02 =
[SSL: TLSVI1_ALERT_UNKNOWN_CA] tlsvl alert unknown ca (_ssl.c:992)

INFO - 10.0.8.144: 95.101.145.217:443:telemetry-console.api.playstation.com for test self_signed = [SSL:
TLSVI_ALERT_UNKNOWN_CA] tlsvl alert unknown ca (_ssl.c:992)

INFO - 10.0.8.144: 95.101.145.217:443:telemetry-console.api.playstation.com for test replaced_key = [S5L
: TLSV1_ALERT_UNKNOWN_CA] tlsvl alert unknown ca (_ssl.c:992)

INFO - 10.0.8.144: 95.101.145.217:443:telemetry-console.api.playstation.com for test real_cert_tlstest_2
023-07-02 = [SSL: SSLV3_ALERT_BAD_CERTIFICATE] sslv3 alert bad certificate (_ssl.c:992)

INFO - 10.2.@.144: 95.101.145.217:443:telemetry-console.api.playstation.com for test real_cert_CA_tlstes
t_2023-07-82 = [SSL: TLSV1_ALERT_UNKNOWN_CA] tlsvl alert unknown ca (_ssl.c:992)

fvnoom IR ASTRO's PLAYROOM

ASTRO:s

PLAYROOM

Discover the future of play with intergalactic platforming

hero - ASTRO!

Play Game

L3

Friends Whn Plav.

342 m

System software

= dx B96%

Oa
*©  The system software update is (\.)

complete

remes ————

Logged in to your PS5.



afttermath

Wololo.net
https:/fwololo.net » 2024/01/13 » pl... - KA&Nn& tAm& sivu

PlayStation just awarded a never-seen-before $50K bounty ...

13.1.2024 — A hack report was just closed a few hours ago on PlayStation's HackerOne account, with
a bounty of $50,000 awarded to security researcher Aapo ...
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afttermath

https://wololo.net » 2024/01/13 » pl... - K&&nn& tAma sivu

Woecttech

https:/fwccftech.com » playstation-... - K&&nn& tamé sivu

A PlayStation Console Critical Vulnerability Was Recently ...

19.1.2024 — Aapo Oksman reported yesterday on X/Twitter that Sony recently closed a HackerOne bug

bounty ticket they submitted to their program last year.
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https:/fiwololo.net » 2024/01/13 » pl... - K&&nn& tama sivu

@ Reddit
https:/f'www.reddit.com > comments » 50k_on_hackero...

13.1.2024 — There was. But in talking about new hypervisor being disclosed at a higher firmware to
sony. Maybe I'm just optimistic.
14 vastausta - Paras vastaus: Spoiler Alert Dont Update
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PSXHAX
hitps:/’www.psxhax.com » tags » 5... - K&&nna tdma sivu

$50k hl playstation bounty

Recently cybersecurity researcher Aapo was awarded a $50,000.00 Bug Bounty for his PlayStation
Hacktivity Report as part of Sony's HackerOne Program, ...

© bugbounty.com.au
https://bugbounty.com.au » viewtopic - K&&nna tdma sivu

A PlayStation Console Critical Vulnerability Was ... - Bug Bounty

Aapo Oksman reported yesterday on X/Twitter that Sony recently closed a HackerOne bug bounty ...
$50,000, a value that is reserved only for the most critical ...
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DO
https:/ftwitter.com » status - K&&nn& tAmé sivu

After Time X on X: "PlayStation 5 Console Jailbreak ETA ...

website reports an whopping $50,000 Bug Bounty payment recently from Sony’s PlayStation division to
the Security Researcher known as "Aapo”. Since it can ...

YouTube
hitps:/iwww.youtube.com » watch - K&&nna tdma sivu

#PlayStation Homebrew News (PS4 11.50 Beta, PS5- ...
19.1.2024 — ... Aapo Oksman on X: "Recently Playstation closed a HackerOne bug bounty ticket |
submitted to the their bug bounty program last year. This ...
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DO
https:/ftwitter.com » status - K&&nn& tAmé sivu

AKADIHDT — LB

https:.//gamegaz.com : ... - K&&nna tamé sivu

aapoX A5 FIVIREE =B T-PS5MAESSE hardwear.io T ...

19.1.2024 — Hackerone®PlayStationZiFIT. aapoEH'BERSEENOSH BRIV OHRESESI-REEE
EFaUTFshYIFP LY ATRRTZEMERBLELE:,

#PlayStation Homebrew News (PS4 11.50 Beta, PS5- ...

19.1.2024 — ... Aapo Oksman on X: "Recently Playstation closed a HackerOne bug bounty ticket |
submitted to the their bug bounty program last year. This ...
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As pointed out by AI-Azif on Twitter, this is most likely related to the TLS mitm talk by
Aapo at Defcon 31, back in August last year. The video below showcases how certmitm,

his MitM automated test tool, operates (PS5 section at roughly 31 minutes in the video).

The MitM framework developed for this research, and used by Aapo in his presentation,
can be found on his github at the link below.
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As pointed out by AI-Azif on Twitter, this is most likely related to the TLS mitm talk by
Aapo at Defcon 31, back in August last year. The video below showcases how certmitm,

his MitM automated test tool, operates (PS5 section at roughly 31 minutes in the video).

The MitM framework developed for this research, and used by Aapo in his presentation,
can be found on his github at the link below.

“why no jailbreak?”
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So yeah, $50k sounds like a lot, but you have to either be
lucky or output a God's level of work.
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attermath

So yeah, $50k sounds like a lot, but you have to either be
lucky or output a God's level of work.

my methodology:

e analyze the attack surface
e watch a lot of DEF CON videos

o employ known attacks

o exploit common weaknesses
e profit
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lessons learned

e test for everything
o past problems tend to repeat
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lessons learned

e test for everything
o past problems tend to repeat
e test against everything
o being a huge platform like PlayStation does not make
you immune to stupid mistakes
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lessons learned

e test for everything
o past problems tend to repeat
e test against everything
o being a huge platform like PlayStation does not make
you immune to mistakes
e automate what has not yet been automated
o certmitm exploits 10-20 year old vulnerabilities
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thank you

find certmitm @
https://github.com/AapoOksman/certmitm
find me @

cybersecurity conferences!
aapo.oksman@juurin. fi
linkedin.com/in/AapoOksman
aapo @ bug bounty
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