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I wasn’t always a hacker

● I love playing around with computers
● I love setting up a home network
● I love tinkering with devices
● I love taking things apart
● I love fixing things

● I was always a hacker?
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me & cyber security go way back
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what makes IoT so special for me?
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what makes IoT so special for me?

● IoT = computers
● IoT = networks
● IoT = devices
● IoT = cheap enough to take apart
● IoT = simple to enough to fix

IoT = very hackable

IoT = Internet of Things = devices communicating over 
networks
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● transferring data from 
one computer to another 
through a physical 
connection

working with (network) protocols
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● transferring data from 
one computer to another 
through a physical 
connection

● IoT = sending sensitive 
data over the network
○ attacker in the middle

working with (network) protocols
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● transferring data from 
one computer to another 
through a physical 
connection

● IoT = sending sensitive 
data over the network
○ attacker in the middle
○ encryption!

working with (network) protocols
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how to encrypt network data?
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how to encrypt network data?

TLS
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how to encrypt network data?

TLS
● connect to a remote computer and exchange encryption keys
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how to encrypt network data?

TLS
● connect to a remote computer and exchange encryption keys
● verify the identity of the other computer
● send any data through the encrypted connection

TLS is a de-facto encryption standard and a proven 
technology

could I somehow hack it?
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how to attack TLS

● DEF CON
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how to attack TLS

● DEF CON
● Moxie Marlinspike

^ released 
multiple TLS 
vulnerabilities 
ages ago
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how to attack TLS

● DEF CON
● Moxie Marlinspike

^ released 
multiple TLS 
vulnerabilities 
ages ago

can these still work?
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bug bounties

● I’ve spent a lot of time looking at IoT devices
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bug bounties

● I’ve spent a lot of time looking at IoT devices
○ I’ve spent a lot of time looking at TLS

● found so many issues using decades old techniques
○ why?

■ no tools!
● started creating certmitm

○ based on TLS attacks previously shown at DEF CON
○ tested against bug bounty targets
○ gradually improved usability
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certmitm
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vulnerabilities with certmitm

● ~200 vulnerable applications found on Android, iOS, 
Windows, Mac, IoT etc.

● ~100 known 0-days currently
● over $200,000 in bug bounties
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vulnerabilities with certmitm

● ~200 vulnerable applications found on Android, iOS, 
Windows, Mac, IoT etc.

● ~100 known 0-days currently
● over $200,000 in bug bounties
● more vulnerabilities found every week
● mostly implementation issues

○ certificate validation is disabled by developer
○ TLS library APIs are used incorrectly

● TLS libraries themselves seem to work well
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Video
● “for a brief time you could have your own certificate and you could 

sign anything with your certificate”
● “but this was a long time ago”
● “we want secure connections why would we not want secure 

connections”
● “browsers want secure connections and they are checking the 

certificates”
● “the problems are in the libraries or how you use them”
● “and the libraries currently have gotten some work so you can use 

the libraries securely nowadays”
● “currently the libraries work quite well”
● “there are some problems but not that much”
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“currently the libraries work quite well”

● that is mostly the case
● however, past problems tend to repeat

○ thorough testing is cheap with automation
● certmitm includes checks against TLS libraries
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Video

● “what is to stop me from doing this?”
● “creating another certificate for some other website and 

signing it with my leaf certificate”
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“currently the libraries work quite well”

● that is mostly the case
● however, past problems tend to repeat

○ thorough testing is cheap with automation
● certmitm includes checks against bad TLS libraries
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certmitm is ready for DEF CON
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certmitm is ready for DEF CON

● DEF CON = demos!
● found a vulnerability in a PS5 game with certmitm ages 

ago
● I do not own a PS5
● loaned a PS5 from a friend a week before DEF CON and 

started to record the demo

… and something strange happened
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Ooops!

● certmitm could decrypt most TLS connections made by PS4 
and PS5 consoles
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Ooops!

● certmitm could decrypt most TLS connections made by PS4 
and PS5 consoles
○ passwords, account tokens, game data, PS operating system data
○ account takeovers, cheats, remote jailbreaks etc.
○ some connections only trust internal Sony CAs -> secure :(

● critical vulnerability
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but what exactly happened?
● turns out that the libhttp library of PS4 and PS5 does not check 

for CA=true basicConstraint when making TLS connections
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but what exactly happened?
● turns out that the libhttp library of PS4 and PS5 does not check 

for CA=true basicConstraint when making TLS connections
● basically every PS5 TLS connection can be decrypted

○ some connections only trust Sony CA’s and are secure
○ most connections accept Let’s Encrypt as CA

■ however, they also allow you to issue certificates even 
without CA=true

■ Let’s Encrypt -> certmitm.com -> playstation.net
● certmitm “real_cert_CA” testcase

○ the only time I’ve observed this vulnerability in the wild
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quick fix & forced update by Sony
● reported to PlayStation HackerOne program on August 4th 2023
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quick fix & forced update by Sony
● reported to PlayStation HackerOne program on August 4th 2023
● triaged by the program on August 7th
● August 11th:  

○ “We would like to let you know that the vulnerability you 
reported has been patched via system software version 
10.71 (PS4) and 23.01-07.61.00 (PS5) which were publicly 
released.”

○ also: the PS5 refuses to operate if it is not updated to 
at least 7.61

● August 11th: certmitm is released at DEF CON 31
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Video

● “telling them that you’re going to DEF CON to talk about 
the tool really motivates developers to create fixes”
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aftermath
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aftermath

“why no jailbreak?”
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aftermath
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aftermath

my methodology:

● analyze the attack surface
● watch a lot of DEF CON videos

○ employ known attacks
○ exploit common weaknesses

● profit
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lessons learned

● test for everything
○ past problems tend to repeat
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lessons learned

● test for everything
○ past problems tend to repeat

● test against everything
○ being a huge platform like PlayStation does not make 

you immune to stupid mistakes
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lessons learned

● test for everything
○ past problems tend to repeat

● test against everything
○ being a huge platform like PlayStation does not make 

you immune to mistakes
● automate what has not yet been automated

○ certmitm exploits 10-20 year old vulnerabilities
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thank you

find certmitm @

https://github.com/AapoOksman/certmitm

find me @

● cybersecurity conferences!
● aapo.oksman@juurin.fi
● linkedin.com/in/AapoOksman
● aapo @ bug bounty
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