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Mess'% D ih1iE
ZERODIUM Payouts for Desktops/Servers’
Up to Win RCE
o BN Windows RCE: Remote Code Executior Zero Click

mRSSIEIER. S5 1-TRISLTIVN L

77|- AO)tDT’(HFEjEj ‘i@'f[t]'ﬂ_(ilﬁlb\ Zerodium®Exploit Acquisition ProgramTI(.

® }\7}\7/3 1 Windows®RCE (UEt—hkE1Ta]8EIREXploit) (C$1MDIE
° ° ° ° “ \ D Ab" “ *1
® Exploit Acquisition Program PHICETREE DS

B POF(RESSIEICTA—DALIE) W = MASTER OF PWN
AN PWN2OWnDE T HRZA(IFE L 1B X HolT

L\5 /" PRIZES " POINTS
® 2014 -2017: $460,000 to $ 850,000 — 2o R
O 201 8 — 2023 $1,000,000 tO $2,000’OOO $200,000 20

s oo $145,000 15

Pwn20wn Vancouver 2024, EF&(3$202,500
(528000 M)DEEZIET"?

(*1) https://www.zerodium.com/program.htm|
(*2) https://www.zerodayinitiative.com/blog/2024/3/21/pwn2own-vancouver-2024-day-two-results
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B2 7 F£5rDBlack Hat USA BriefingsBiZ A1 1R

I R

TJ7597 VIRNDI P (CEZDFRITTFRAURWVWANZIXELU T, 73V 1PEEREME 2018 The Finest Penetration
Z5|Eec I CEClo TSR R I3BEMLENEFIETT . V-AIL. Testing Framework for
PS> 00508 ®FINAIW7IVr—23> 2y D=0, 1BHIAH Software-Defined Networks

7 /A AREDEFEFRY—y NCEFENTVBTLERUTUET,

YN=-ZT>>=7)> FINAZARYI NI 7 DNEPEMEZIRAR S DD, ZDT—RZ2DHULET . 2018 Exploitation of a
‘J — R UN=RI>2ZFUS T W T7— LD T 7347 WA LTORII O Modern Smartphone
55, \—ROI7F 1T XN X LDRFEREAEREINBAEZRUTVE Baseband

5
s ml0) EEELE0paY BEENDRESS . I/XT0A b WEFEZRFABUTC. FALIOMISEZFHEREL 2018 Return of
9, Y—RI&, MessEDOh . FTULVBESEEPIREAI NI ZFHE R I3 Bleichenbacher's Oracle
SOEERBHRIFEERDIGDEZRULTVNET, Threat (ROBOT)
YA RFvRIVIREE T}\’( ADN\TA=N D APEINBEREOY A R )VEHRZ2BAUT, 2019 Dragonblood:

2T —HEUELET . Y—AlL. b"(l\?\??x)lxlﬁ ENN. HFCHHAIAHTINA A Attacking the Dragonfly
PN\=ROI7EFIUTAED1-IUCEWT BAIBRBRERDBIREMEN®HSZ  Handshake of WPA3
EZR~UTVET,

—H) ] — REEES COFETIE., SEREEITDIHC. TFIUT(TFUAMNY - R% 2019 Lessons From Two
FENTLEI-UET ., V-R(E. FEI-REEEN., IJ72>TREOBFMLSE Years of Crypto Audits
NIEFETEIRERENEHLV., IDEMRMIE 2R E I3 HERINST

ENZWEZERUTVET,
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GET /HTTP/1.0

m 7k ?
Ip>27)Ed GET AAAAAAAAA..

O TZF?T%ODJO 3L LRMBERS X THED
RUEITLU. ZOJOT 3 L0%D5v> 1883 A%

GET %s%s%s HTTP/1.0

® |

J

AFIRYCRE DT I TANES FR hR%
_ WS
B "An empirical study of the reliability of UNEX
UNIX utilities”, Communications of the
ACM, 1990
B Barton P. Miller, 1988
¢ FEICLDBEREICIDENTAENZIEUNIXOY =T ;1:‘;ﬂ
SRICATEN., KEDIZV>17z5|SkecUlzce (— )
ZbE> NMCEERUE S |
B Miller®im>X LK., Z{OHFTPI7FT—H oo = '
FEIRSITLD

Network File Kernel Concurrency File
Black-box Grey-box

BLYE © 2024 NTT https://arxiv.org/pdf/1812.00140

PeriScope & [196]

White-box

"The Art, Science, and Engineering of Fuzzing: A Survey”, Valentin J.M. Manes et al.




I75>92DI1I b : Google OSS-Fuzz

ssssss = 0O Type=Bug-Security label:clusterfuzz -status:Duplicate WontFix = X Signin

1-1000f 11736 Mext - List Grid Chart

D~ Type - Component - Status - Praj - Raported - Owner = Summary + Labels -
. *E%g 8935 E}tj ity Varified freatype? 2017-03-23 flow in t1_builde
038 FL":B ity Varified ffmpeg 2017-03-25 flow in ff_acelp inter
\\ Security
j —( 7— 77 W N 7 j] N\ 7 )
‘ O S S% \j- % ((— : } \/ / D y I h 838 F“f rity Verified fimpeg 20170325 flaw In ff_h264_filta
STy
~N A\ VA \Y — XY o 94 Ef:?.rll\- Varified freatypeZ 2017-03-25 arfla psh_alyph
® D7 —S5TILR mm _
H P A 2 VIS
R } / / 1’ \] R E E / \ 949 I‘:!LALLJ ity Varified ibxmi2 2017-03-27 f o i FAParsaPosC
Sacurity
— \\
— — ~ y W N A} - Bug e ST . e
® J=1"71DH=ERAL SIAS TVN\DI7= ot te v amunze
\ = ) , —
- 958 FL"E ity Varified ibraoffic 2017-03-28 C f ble:Tabl b
SSCUTILY
‘EI %iﬁ, 857 EL"L“-‘ ity verified  grpe 2017-03-28 ir-frae h_co
. Bug . BATT A f
# ,_ a58 Security Verified il 2017-03-29 oW f prop f
. - I< 61 o Verified  arpe 2017-03-30 erflo fter. |
Sacurily

o “LEERI—H—~—2%DO. £REH0-/VULTA> TS
ARNSOFvI(CEHTEEROSSTOS I NTHAE” Issue Tracker (monorail)*3
o IHTE. 1200+51EE

m R (B1E. 2023FRa") — Upstream project

. 3. Sync and

® 1000 DAESSIHAEIE. 36000{FD/\4 T puitder

google/oss-fuzz . GCS bucket
o JII=FAADKEENAEL O% -

5. Download
and fuzz
ClusterFuzz
I

o KBRHEINTEHDENCCVEHL L I e

2. Commit build configs
. ‘ Verify fixes

8. Fix bugs
1= Track deadlines
rrT Sheriffbot
Developer

Issue tracker (monorail)

(*1) https://github.com/google/oss-fuzz
(*2) https://github.com/google/clusterfuzz
(*3) https://issues.oss-fuzz.com/issues?qg=status:open
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7S>Y OEEMEIAEER

B 7233 UbT—J0—-2AD BEEMEESN TULBNDIFTIERR
o A[ICLBRIERHIEE

B 72> 0% (RIFEMIC) EhI B AR TENNERMERT
#1 \— AD%(R

#2 N> RS54 252005 %

#3 J7>> 0 RBINA4FUDE)LR

#4 IHAS — RI7AL)

B OSS-FuzzCOXII

) 7D
e OSSO/ MAIMMERICHAEZE IS o
B CNAZEEMTENIL? IR TE
o tXi1UT«4TAN OS2I FTAN) (Z‘I‘ﬁ@')‘/ Az ENNZHTHENRLOSS 157 NITFIIUTIr S I RIS S
TOT1IR, E(IFRIEROSSATFS I DB, $IR%ZfBIFRTENTES B8 ABICESTMHECLDIEDRT IS,
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BHEMLBHEER : #1 \—RADHE(F

binutils-gdb / binutils / readelf.c

B 7)) RPN ITZHD RSN

BAFLTZEDFEI7> > alReidinae

® JPS MR  main

® $ afl

-fuzz ...

Jreadelf @@

B\ ANMEBRIGE
® IS IR ; 7*(77')5512'551
® f5l: zzip_file_open
o JOUSLAEUTEEETHNTERVDT, 3175V o

3

o I

-fuzz ...

® § af

UL

sEPACS Y- 2[R

zziptest.c

Jzziptest @ @

(*1) https://github.com/paroj/ZZIPlib

@EEBE (*2) https://github.com/bminor/binutils-gdb/blob/master/binutils/readelf.c

2024@ToOHYO

24227
24228
24229
24230
24231
24232
24233
24234
24235
24236
24237
24238
24239
24240
24241
242472

Code \ Blame 24269 lines (21350 loc) - 640 KB

int
main (int argc, char ** argv)

{

int err;

#1fdef HAVE LC MESSAGES
setlocale (LC_MESSAGES, "");

#endif
setlocale (LC_CTYPE, ™");
bindtextdomain (PACKAGE, LOCALEDIR);
textdomain (PACKAGE);

expandargv (&argc, &argv);

parse args (& cmdline, argc, argv);

IN=RRADVERINER TR NV — R ™2

zziplib / bins / zziptest.c

| Code | Blame 186 lines (165 loc) - 5.05 KB

159
160
161l
162
163
le4
165
166
167
168
169

© 2024 NTT

ZZIP FILE* fp;
char buf[17];
const char® name = argv[1] ? argv[1] : "README";

printf("Opening file "%s' in zip archive... "

name);

fp = zzip_file open(dir, (char*) name, ZZIP CASEINSENSITIVE);

if (! -Fp) { 7477')”?0&'@%%

printf("error %d: %s\n", zzip_error(dir), zzip_s

tre _of(dir));

I|bZZ|p0)7477UF';§;751(ZZ|p file_open)ZIFUNH T/ \ - X"

10



HEMEPEEER : #4 IS —RI71))

B FJRAS — ROBI(CI O TI7D ) DFHER
(Coverage) (FRSKZEAILTS e —

l v testcases Valid -_—— _-"'.FLL--

> archives

B {E3E(IREADMEY®manpage®sndice » mime
CHAF 93 ANZIEIET S > I8 multiedia/h2s4 1 -

-
—l.-.-..-.

v elf g 309 &7 - i

. /(\/9_?\“} I\€*ﬁ/§\bt\ iﬁtﬂ@:/_ P% (3 small_exec.elf ) El,_}f/i— jr.— f;r .

HETZ -
® AFL++ Testcases"™ T [ _. —
> p i 1 2 a 10

Time (h)

® fuzzing-seeds3

AFL++ Testcases: &fEJIA—vhDY readelf (X IB3T7 T DN\ YD EEESER L -
>IN TP EfRFEINTVS )R> —R(Corpus:>—RI7/ IOy Z2RBE
UBE. AFL++TH 1. 5EB0FEE0EVH T

(*1) “Seed selection for successful fuzzing”, Adrian Herrera et al. https://dl.acm.org/doi/10.1145/3460319.3464795
(*2) https://github.com/AFLplusplus/AFLplusplus/tree/stable/testcases
(*3) https://github.com/FuturesLab/fuzzing-seeds
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(881075 ) 0B#{LIEEHR

72933 LET—70 -2 EEMESN TUADIFTIEAEW
o A[ICLBRIERHIEE

B 7> 0% (ZIERMC) FERI DD ABDONMTENNEREPT
#1 \—RAD#ERE

#2 N> RSA 5|28 DFHEE

#3 D704 FIYDE)LR

#4 YIS —RI7AN

B OSS-FuzzCOXII

) 7D
e OSSO/ MAIMMERICHAEZE IS o
B CNAZEEMTENIL? IR TE
o tXi1UT«4TAN OS2I FTAN) (Z‘I‘ﬁ@')‘/ Az ENNZHTHENRLOSS 157 NITFIIUTIr S I RIS S
TOT1IR, E(IFRIEROSSATFS I DB, $IR%ZfBIFRTENTES B8 ABICESTMHECLDIEDRT IS,
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BER7AT7

mYIKNITY) \°“J'7—>( debZH)D
CVRTOCREERL,
D7 (BT .$I§7<i =E )%

)=
o /\WH—>MFAMUT, I1J3VEIEKR
ZIFOMITFANI-RHEEND
® [#1)\—RADZE(m]

o )\Wr—SMDFTAMNZEER I BIET,
WYY RSAA T3 A0
)\7] 714 IV hvhh3
#2 AN RIA5|1E8DHZE ],
#4 FHEAS —RI71) ]

O t)/ hjj/a/mllibﬁﬁh\/ \‘?ﬂ:

SNTHED. AT DEBIHNS S

o [#3 J7>> P RANAFUDEILR]

I B

$ apt source time ﬁ

)W —SDY) - ZADHI>

(snip)

$ cd time-1.9/ —
$ debian/rules bulldi , |\'jI}70)t)|/|\ ]
dh build

dh_update autotools config

dh_autoreconf
(snip)
gcc -DHAVE _CONFIG H -I. (snip) -c -o src/time-time.o " test
-f 'src/time.c' || echo './' src/time.c

(snip)

make check-TESTS == Bl ROBIZTTAMEITENDG |

(snip)
PASS: tests/help-version.sh

PASS: tests/time-max-rss.sh

RIBZHFCLI NGE%
HASFNA XE]EE

(snip)

]

$ CC=clang debian/rules build

(snip)
clang -DHAVE CONFIG H -I. (snip) -c -o src/time-time.o

“test -f 'src/time.c' || echo './' src/time.c
(snip)




PkgFuzz

BERVAT7EEREL. Jr>o00-770-F=8E#EUIES AT A
® 3IDDII—ANBERK : I\Wor—88 47 o> Dovs a1 N7 -2
® )\wT—=M URL ZANTBEIFIT. NV—8HITYI I ADTHEIEIND

Y
{%%F >
I\ T — DR NSV INIT—3
N—
® URL o KERN ISR ® 1Bk ¥R o N)7—JFEHITY

o Iy HRINAFY ©J3v>1AT] 173

(*1) 93Y21MNI7 -3 : KEDITY> 1% DFL. BIOBEFT TRBIEINESURZEL I D,
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J1—X1 : \vr—Sfitth

VINII7 )\ —> (Y-R)\wr—2) ZEUEL. EILRT 3

CIL RBIZEESRAL . LU T ORRIERZINSE

e/

1771
N> RI1>5|EX

TANHDOA I IT7PA)

Bl /\wr—oEIRATZ AT, TJpo>)
ERR (BPF/eBPFZ¥]

ol <

fERY—JL: execsnooptd

)\ — 82 HT

® URL

2024@ToOHYO

L AT

e 7S I RINAF

© 2024 NTT
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f5l: jbigkit v2.1-6

execsnoop CEJLRT

RTRZ IYURAZ PID

02:10:42  tstcodec 3440740
02:10:45  tstcodec85 3442898
02:10:46  jbgtopbm 3443661
02:10:46  jbgtopbm 3443723
02:10:46  pbmtojbg 3443686
02:10:46  pbmtojbg85 3443672

74 V&S| ECERH-TLBH 0% I

T AZEVRIU., ELFEITHEER TSN
PPID execveDEDE IV R5|EX
3440738 0 "./tstcodec”
3440738 0 "./tstcodec85"
3443655 0 "./Jbgtopbm"
3443666 0 "./jbgtopbm"
3443655 0 "./pbmtojbg" "test-ccitt1.pbm"
3443666 0

—/

oksiiile

L

"../examples/ccitt1.,jbg" "test-ccitt1.pbm"
"test-t82-koXoyx5U.jbg85" "test-t82-koXoyx5U.pbm85"

"test-ccitt1.)bg"

"./pbmtojbg85" "-p" "0" "test-t82.pbm" "test-t82-koXoyx5U.jbg85"

RTZ  IVU K& PID PPID execveDEEDIE :|7/ I~%I¥5z
021642 tstcodec 3446740 3445738 v ‘—Hsteodect
36+ 85 F442858—3H44073—F ftsteodees5
02:10:46  jbgtopbm 3443661 3443655 0 "./jbgtopbm" "../examples/ccitt1.jbg" "test-ccitt1.pbm"
02:10:46  jbgtopbm 3443723 3443666 O "./jbgtopbm" "test-t82-koXoyx5U.jbg85" "test-t82-koXoyx5U.pbm85"
02:10:46  pbmtojbg 3443686 3443655 0 "./pbmtojbg" "test-ccitt1.pbm" "test-ccitt1,jbg"
02:10:46  pbmtojbg85 3443672 3443666 O "./pbmtojbg85" "-p" "0" "test-t82.pbm" "test-t82-koXoyx5U.jbg85"

Bl S&MC07S (AL

N>R

afl-fuzz -T jbigkit -i ./in -0 ./out jbigkit-2.1/./debian/tmp/usr/bin/jbgtopbm @@ test-ccitt1.pbm

2024@ToOHYO
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1 EEELS S [OPNIPIkE Jii:
I5—-0OEE. H)\Ly2OMUEE(=0— )AL AN L) 2 RS
2 e Mé REARIDr> > )25

Y —JL: AFL++ 4.08c (J7Y —) + Address Sanitizer (HZ41H—)

® URL o KB ISER 0*%_5%’[%%&
o IS I RINAF 739217
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JI—X3 : J5vy3a1pMNJ7

RICNJ(CBEET 275y 1% 5358 BRET
IWE R ez B Z B (CHIBRL . BRI 21T
B ASHILoN(FUTEIR RT3

{EFY—JL: CASR (Crash Analysis and Severity Report) + AFLTriage

o Y BB

Do N)7—>

N—

® URL o {ERN ISR o 1Bk 5k o N)7—ZFEHITY
o J7 Y HRAINAFY )3y a1 AT] 1A
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CASR (Crash Analysis and Severity Report)

B )5y albk— M XEL. M7 -2 RZAIEOF iz T2V -l
o ZAEFHMOSwI(EgdbDexploitable 554> DEDHR—X

B iE5E U FIOBHRPY 215 OH HhbHIE

® AbortSignal, stack-buffer-overflow(write)/2&

B EZE: FBRAICEDVWCEERPE(CHFEEINS

® = (EXPLOITABLE): SegFaultOnPc, Write BoF 72&
® HliHlzE=EHI(EZDEEZAENDIIV L
as (PROBABLY_EXPLOITABLE): Badhstruction 50U BoF i3E
o Z/VMENEMT CHIEHZEZ SN HIENBIgGELBNONSIS5vY 1
® {K (NOT_EXPLOITABLE): AbortSignal, double- free Read BoF iR&
S| ZZEE X DE(FEVEELVISYS

o .
—II’P

=+ : https://github.com/ispras/casr/blob/master/docs/classes.md
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® PkgFuzz

®PkgFuzz Project
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® LY
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PkgFuzz Project

m B . Ubuntu/\Wo—>ORESSHRIEEPkgFuzzD4EESTH
B YIER : Ubuntu 23.100265{4DDebian/\wor—=
B FE  PkgFuzzzF U720 & ARBIC LB INEE BT BE HARELE

® Pnguzz(c_cJI’O BNHYIC Y 7Y AT LR _
® PkgFuzz®H % ABIMMBEEL. Exploitd—FzfERU TAREET S

@ .Eﬁ IS AT AR

Pnguzz
o NJ7—SEHI5Y 8 el
>1AT]

e Ubuntul ik N

BLYE © 2024 NTT
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I\ —3mEH

4 )VAEAF )\ —28

1 Ubuntu/Wwo—488% 71,858
2 THEUENTER)\WI—242% 71,277
3 FRIMIAPDI\YT — D% BROVAFERT 46,585
4 V—Z)\WTr—IEBE(CERIUAFEN 24,135
5 C/C++DLOCH 1K EDHD™ 10,116
6 ChangelLog®a=#Jh2015/01/01LAR]"3 6,915
7 PkgFuzzDEHBIZECTREARIDFS > I ETHROIED™ 265

(*1):Linuxh—RIPOEEBYIBRRE, fuzzing® I RELU TS DOHLEHUWED(FIFRINT S
(*2):0-RE0DRBVTOSTINMINTHRBATZAIEEEMEVNEE X 1K LZXIZRET S

(*3):FHLVWIOZIINIEFTOYINITI VI =PI IRV —=)UEFIEEN 218, NI B ATBRIEEME(HMEVEE X HVI-RISENZBDZERRET D
(*4): )\ —EETJI— A TOEI RICKELTDEDN, J72>0 J1—X0ORREFRIT7S > I ThIN\Ly S MBRURWEDIEERIN T S

BLuUe © 2024 NTT



PkgFuzz ProjectDf5R1I 2

m318HM™I(2023/9/19 ~ 2024/7/24)DPkgFuzz(C LB T7 I (CEDLL T DOfE
RZEI

== e
REABI 7> {RN\w T —= 265/ CyAr—

D72 >2) " TURBIEDEE 606[E (2.28[8]/1) Sy —1)
é%'f’]ﬁ“)‘)li'?& 64,658'{I_

N7 —S0DI5Y18(AFLTriage)  1,1864F(54.595v21/1)8J*2)

(*1):EU/\YT =S (U TRRBRDINY RS S BI8NERRISNIIGS . R EIOTr 2> hatiTens
(*2):AFL++ENNLySZ IR UIZ A %S — MOEMT D2, I7v2 21U ABDIZREUZEDEEMINDI L, EEZBNS
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fasR

B PkgFuzz Project TOfaR%ZTICLA T DERR CTHhZ1TD

o iEssdZzS0/\vIr—>0EIE
® v ahERRlENZ)\Wr—CDEIES
® oV 10DR[X

® PkgFuzzIC&BT7S > DINER4E
® ANRICLBI7S>Y (0OSS-Fuzz) EDLEER
® 75w 1hEDHIZNZL) W —D D45 E
® EYIR IS ) EITHE]
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By ahEbRlEN/\wr—0EIS
12l D3y amEenz/\wr—(&
174\ —<(=65.6%)
o ¥92/30)\YTr—JCIEINIDNEETS

B Ess ST I B el gEENn &V \vI—20EIS
—ZANEFLL EDIZY 1% 1 DL ESVEDIE
65)\Wr—3(=24.5%)
e ¥11/4D)\wr - (&
Mess T FIE I Bl aETED = L)
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fess itz =20/ \vr—JDEIS

m)>5v> 10K A
SCASRICINIZE., ERERIGIAEVGGHSE

® XEVUFEHAH: 11234F (A D54%)
® SiHAH IV IDIREAEH . HAIAHFUDNTERLH abort

EMNIAREKFISHERDBENE" 9%
e ~  memory read
54%
o XEBUEZ)AH: 4354F (21*0)21%) memory
o IEESICEBLITVIENS . ERE S GHEINS write

21%

(*1): ASanity: On Bug Shadowing by Early ASan Exits
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PkgFuzzIc k3775 ) DT

B ARCLBR TP (OSS-Fuzz) EDEEER(CKLDEHH
® PkgFuzz Projectt OSS-Fuzz CHEL TLVSOSS(\wTr—2)2K: 32 (i#912%)
o 77‘//’7(L_CJZ’)_C¥?‘_I3“7LII ROANLwSEN TR ENDER s TLEER

miER
o HN\Ly>
® THI\Lw>ZsHAITEEHBDOSSDEN
® E|Zi"fl'tldi147|'\'f Y PDENSHBH. Pnguzzd)ﬁh‘ﬂ)\l/‘J/b‘ﬁiUlﬁ' —A6H3

O }\szﬁL
® OSS- Fuzz@ﬁb‘1 OSSHIEDDN IR EUIZ VDY, BessTESRICKEIBZEL B

)\wor—2% OSS-Fuzz PkgFuzz

_— SR

_ " - GG ;__If_( .
THNLYS oz T\ HEsatE libps| 19.22% 51.01%
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break;

case UNION:
========== BLOCKED

break;
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(*2): Green Fuzzing: A Saturation-based Stopping Criterion using Vulnerability Prediction, https://mboehme.github.io/paper/ISSTA23.pdf

(*3): SoK: Where to Fuzz? Assessing Target Selection Methods in Directed Fuzzing
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{5 : Assimp(CVE-2024-40724)

B Open Asset Import Library
® BRAZB3IDITZTAINIA—YNE, TOJTILATIRICEDTES
IA—YNCEWI B8NS T3V
mINES S AH
® 3DEFINFT—HF%ZAssimpZz{E>TO—RIBZTI0T3LZFIHT
31U, IRER (T TENeplyfE N J71 I Z 5k HA
F33 (12A—RyMicfn. SEINES)

B S5 EDIREA]
® AssimpDplyJ7A)LMOO— IWJH(CEBL\'C AEVUnRIEDIELR
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OverflowH BIEE(CIRD
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ply

format binary _
element vertex 8
property float x
element face 30
property list int8 int
vertex_index
element face 31
property list char int

[ © v5.41 -~ assimp/code /AssetLib/Ply / PlyLoader.cpp 1 Top
Code | Blame 924 lines (793 loc) - 35.3 KB Rew 0 & 2 -~
495 void PLYImporter::LoadFace(const PLY::Element #pcElement, const PLY::ElementInstance :*in
B e e e e e
563 if (bOne) {
564 if (mGeneratedMesh—>mFaces == nullptr) {
565 mGeneratedMesh—>mNumFaces = pcElement->NumOccur;
566 mGeneratedMesh->mFaces = new aiFace[mGeneratedMesh->mNumFaces];
567 }
s e =
I
MesstE DR A EFR

root@427467773baf:~# ./assimp/bin/assimpd info payload

Launching asset import ... OK
Validating postprocessing flags ... OK
# 1id

uid=0(root) gid=0(root) groups=0(root)
# whoami

root

5

exploita— FZE1744|
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fess 1t S

B0 RETHhalgeFIBBUESAFDRESTH(CEEU T, IPAYRIPCERT/CCZIEBL CHIFE
BANDImEZEMMUIC

FFEEEA] JNwFI-X  FPRIAHY CVSSRY
sdop 3/4 6/6 6/13 6/25 7/29 CVE-2024-41881 /7.0
orc 4/17 6/11 7/9 7/19 1/26 CVE-2024-40897 7.0
assimp(1) 5/21 6/11 7/1 /7 7/18 CVE-2024-40724 8.4
assimp(2) 6/19 7/10 1/22 8/31 9/18 CVE-2024-456/9 8.4
xfpt 8/5 3/6 8/ 7 8/12 8/29 CVE-2024-437/00 /.0
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7 RINA HU (xfpt) Y

Published:2024/08/28 Last Updated:2024/08/28

JVNVU#96498690
xfpt vulnerable to stack-based buffer overflow

Overview
CVE'2024'43 700 HLEIE BRI 22 & ViewJSON | 8 User Guide xfpt contains a stack-based buffer overflow vulnerability.

Products Affected

Collapse all

e xfpt versions prior to 1.01

Required CVE Record Information

Description
xfpt fails to handle appropriately some parameters inside the input data,
resulting in a stack-based buffer overflow vulnerability (CWE-121).
Published: 2024-08-29 Updated: 2024-08-29

Impact

When a user of the affected product is tricked to process a specially crafted
file, arbitrary code may be executed on the user's environment.

Description

xfpt versions prior to 1.01 fails to handle appropriately some parameters inside the input
data, resulting in a stack-based buffer overflow vulnerability. When a user of the affected

product is tricked to process a specially crafted file, arbitrary code may be executed on the Vulnerability Analysis by JPCERT/CC
user's environment.
Product Status
Learn more CVSS v3 CVSS:3.0/AV:L/AC:H/PR:N/UI:R/S:U/C:H/I:H/A:H Base Score: 7.0 Vv
Vendor Product
Philip Hazel xfpt Comment
AC(Attack Complexity) is evaluated as High considering that exploit protection mechanisms such as
Versions 1 Total ASLR and stack canaries become popular in major OS environments.
Default Status: unknown credit
Affected . : : . : .
=cte Yuhei Kawakoya of NTT Security Holdings Corporation reported this vulnerability to JPCERT/CC.
» affected at prior to 1.01 JPCERT/CC coordinated with the developer.

https://www.cve.org/CVERecord?id=CVE-2024-43700

cCope P .
@ Sfi= . https://jvn.jp/en/vu/JVNVU96498690/index.html
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(*1) How Effective Are They? Exploring Large Language Model Based Fuzz Driver Generation (ISSTA'24)

© 2024 NTT

42



RIS E#¢T (RCA)

B PkgFuzzCODiFRE : IREE

@“H’Eﬁ’iﬁj‘&%h‘
o NJOEREIVIVII1EFFEMNTUEE

m L
o —ARM(C(ED Sy 1RFDRITHY B E
=5 Y-ILBIRRINTLS

D\

® 5V 1 AN IEITVIIANDETRFECE DVERETAIR T
LDV —ILR—ZD 7T O—F(Arcus)

| —HEUT((SERREZIBATLS

‘ > NI ELT(CE
o BHEMLY-ILIE, T

B /5%t : PkgFuzz Project Tl IRV - hMEX B5REDNE7Z 18

)4 s

2024@ToOHYO

EN{LDIZHDS

o] REEDREBIZO—DEU T, I3V 1DIRAIR K EFf 24T E

|—'—|/—

=k}

J23E

EH TIT> VB DESRINNNS

UTERVs

t/H:J qu@] F’Zu;b/uf——ﬁb'éﬁﬁﬁﬁ?o

] _E(FABED

—F (Aurora, VulnLocZs)

U iRANIREAEFTDE




RCAY =) TDEITH

B PkgFuzzhFE R UIAESs I DIRARIRE

. BAfF

‘J JU(Aurora, VulnLoc) R BIgED ?
o FRRAEFMRBEOIEMI—EN T HENS

O &Bbb‘b&bff FTEURIEUVREX

SENTVINHESR (BEATESFRE12h)

B sdop/CVE-2024-41881 [pIhH{s]

o FHECHTEIBENTES
B assimp/CVE-2024-40724

o FMERMFERTERNOR (3004ZLATF)

i |

(117)
[ SBT3 ]

EPTH,. —EDaMiz(C

o SE[ROBRERABERTN. V73v>18EF-IEIZYS 18O S

CTEITINBENEREE

— Ty,  —

ABbAD

— 9T —R6Hd N KEEF(CERARE OEIENE

RIBIcH. ERICEBEPI-YEUT ONENE

2024@ToOHYO

© 2024 NTT

[INSN-0] 0x0805e323 -> read.c:95 (I2norm: 1.414214; normalized(N): 1.000000; normalized(S): 1.000000)

[INSN-1] 0x0805e413 -> read.c:119 (I2norm: 1.289673; normalized(N): 1.000000; normalized(S): 0.814405)
[INSN-2] 0x0805e306 -> read.c:93 (I2norm: 1.289673; normalized(N): 1.000000; normalized(S): 0.814405)

[INSN-3] 0x0805f4a8 -> read.c:603 (I2norm: 1.219202; normalized(N): 1.000000; normalized(S): 0.697463)
[INSN-4] 0x0805f48b -> read.c:599 (I2Znorm: 1.219202; normalized(N): 1.000000; normalized(S): 0.697463)
[INSN-5] 0x0805f44d -> read.c:596 (I2Znorm: 1.219202; normalized(N): 1.000000; normalized(S): 0.697463)
[INSN-6] 0x0805f3af -> read.c:585 (I2norm: 1.069146; normalized(N): 1.000000; normalized(S): 0.378250)

[INSN-7] 0x0805f3bd -> read.c:586 (I2norm: 1.067239; normalized(N): 1.000000; normalized(S): 0.372826)
[INSN-8] 0x0805f3a1 -> read.c:585 (I2Znorm: 1.067239; normalized(N): 1.000000; normalized(S): 0.372826)
[INSN-9] 0x0805f356 -> read.c:581 (I2norm: 1.050842; normalized(N): 1.000000; normalized(S): 0.322908)

t 1 S N =R AR E%## (sdop)

..... @ -3,7 +3,7 @@
3 T REEORMKOR RN KRR K ok R ok ok ok sk ok ok sk ok sk oK KR KK K K K KR 3K KR KR /
4 4
5 5 /* Copyright (c) Philip Hazel, 2023 */
6 - /* Created in 2006; last modified: March 2823 */
6 + /* Created in 2006; last modified: June 2024 */
7 7
8 /* This module contains functions for reading a source file and parsing it into
9 a sequence of chained item blocks. Chapters and sections are numbered as we
@@ -93,8 +93,8 @@ for (param = new->p.param; param != NULL; param = param->nex t)
93 93 if (Ustrcmp(param->name, “"revisionflag") == ©)
94 94 {
95 95 if (Ustrcmp(param->value, "changed") == 8) continue;
96 = (void)sprintf(CS buffer, "+¥%s=%s:%s", param->name, param->value,
97 - new->name )
9% + (void)sprintf(CS buffer, "+%s=%.*s:%s", param->name, 256 - 2*DBNAMESIZE - 3,
97 + param->value, new->name);
98 98 }
99 99
108 1ee /* See if this attribute is listed as supported unless the first item

ERRDIEIE/ Ny F(sdop)
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JIN—R—=2R A-YWANERZIBEIDASIEZIE  Peach. SPIKE. Sully
93,
JL—wIR REXROANBPIARREZAEIEX. AJMED  AFL. AFL++. libFuzzer.
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I 3OR
2% : "Fuzzing: Hack, Art, and Science”, Patrice Godefroid, https://cacm.acm.org/research/fuzzing/ R
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